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has to be listed and labeled with the class. 
That is, if you have something powered by a 
wall transformer that is listed and labeled as  
Class 2, the circuit is Class 2.

A typical example of a Class 1 Power 
Limited circuit that you might find in your 
home is 12-V low-voltage garden lighting or 
halogen lightning systems. A lot of amateur 
homebrew gear probably is also in this class, 
although because it’s not made with “listed” 
components, it technically doesn’t qualify. 
The other Class 1 would apply to a circuit 
using an isolation transformer of some sort.

Class 2 is very common: doorbells, net-
work wiring, thermostats, and so on are al-
most all Class 2. To be Class 2, the circuit 
must be powered from a listed power supply 
that’s marked as being Class 2 with a capacity 
less than 100 VA. For many applications that 
hams encounter, this will be the familiar “wall 
wart” power supply. If you have a bunch of 
equipment that runs from dc power, and you 
build a dc power distribution panel with regu-
lators to supply them from a storage battery or 
a big dc power supply, you’re most likely not 
Class 2 anymore, but logically Class 1. Since 
your homebrew panel isn’t likely to be listed, 
you’re really not even Class 1, but something 
that isn’t covered by the code.

A common example of a Class 3 circuit 
that is greater than 30 V is the 70-V audio 
distribution systems used in paging systems 
and the like. Class 3 wiring must be done 
with appropriately rated cable

WIRING PRACTICES
Low voltage cables must be separated from 

power circuits. Class 2 and 3 cannot be run 
with Class 1 low voltage cables. They can’t 
share a cable tray or the same conduit. A more 
subtle point is that the 2005 code added a re-
striction [Article 725.56(F)] that audio cables 
(speakers, microphone, etc.) cannot be run in 
the same conduit with other Class 2 and Class 
3 circuits (like network wiring).

Low voltage and remote control wiring 
should not be neglected from your transient 
suppression system. This includes putting 
appropriate protective devices where wiring 
enters and leaves a building, and consider-
ation of the current paths to minimize loops 
which can pick up the field from transient (or 
RF from your antenna).

28.1.8 Grounds
As hams we are concerned with at least 

four kinds of things called “ground,” even if 
they really aren’t ground in the sense of con-
nection to theEarth. These are easily confused 
because we call each of them “ground.”

1) Electrical safety ground (bonding)
2) RF return (antenna ground)
3) Common reference potential (chassis 
ground)

4) Lightning and transient dissipation 
ground

IEEE Std 1100-2005 (also known as the 
“Emerald Book,” see the Reference listing, 
section 28.1.13) provides detailed informa-
tion from a theoretical and practical stand-
point for grounding and powering electrical 
equipment, including lightning protection 
and RF EMI/EMC concerns. It’s expensive 
to buy, but is available through libraries.

ELECTRICAL SAFETY GROUND 
(BONDING)

Power line ground is required by building 
codes to ensure the safety of life and prop-
erty surrounding electrical systems. The NEC 
requires that all grounds be bonded together; 
this is a very important safety feature as well 
as an NEC requirement.

The usual term one sees for the “third 
prong” or “green-wire ground” is the “elec-
trical safety ground.” The purpose of the third, 
non-load current carrying wire is to provide a 
path to insure that the overcurrent protection 
will trip in the event of a line-to-case short 
circuit in a piece of equipment. This could 
either be the fuse or circuit breaker back at 
the main panel, or the fuse inside the equip-
ment itself.

There is a secondary purpose for shock 
reduction: The conductive case of equipment 
is required to be connected to the bonding sys-
tem, which is also connected to earth ground 
at the service entrance, so someone who is 
connected to “earth” (for example, standing 
in bare feet on a conductive floor) that touches 
the case won’t get shocked.

An effective safetyground system is neces-
sary for every amateur station, and the code 
requires that all the “grounds” be bonded 
together. If you have equipment at the base 
of the tower, generally, you need to provide 

a separate bonding conductor to connect the 
chassis and cases at the tower to the bonding 
system in the shack. The electrical safety 
ground provides a common reference po-
tential for all parts of the ac system. Unfor-
tunately, an effective bonding conductor at  
60 Hz may present very high impedance at 
RF because of the inductance, or worse yet, 
wind up being an excellent antenna that picks 
up the signals radiated by your antenna.

RF GROUND
RF ground is the term usually used to refer 

to things like equipment enclosures. It stems 
from days gone by when the long-wire an-
tenna was king. At low enough frequencies, a 
wire from the chassis or antenna tuner in the 
shack to a ground rod pounded in outside the 
window had low RF impedance. The RF volt-
age difference between the chassis and “earth 
ground” was small. And even if there were 
small potentials, the surrounding circuitry 
was relatively insensitive to them.

Today, though, we have a lot of circuits 
that are sensitive to interfering signals at 
millivolt levels, such as audio signals to and 
from sound cards. The summary is that we 
shouldn’t be using the equipment enclosures 
or shielding conductors as part of the RF 
circuit.

Instead, we design our systems to create 
a common reference potential, called the 
“reference plane,” and we endeavor to keep 
equipment connected to the reference plane 
at a common potential. This minimizes RF 
current that would flow between pieces of 
equipment. (See the EMC chapter for more 
information.)

Some think that RF grounds should be iso-
lated from the safety ground system — that 
is not true! All grounds, including safety, RF, 
lightning protection and commercial commu-

Fig 28.5 — An effective station ground bonds the chassis of all equipment together 
with low-impedance conductors and ties into a good earth ground. Note that the 
ground bus is in turn bonded to the service entrance panel. This connection should be 
made by a licensed electrician with #6 AWG (minimum size) copper wire.
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nications, must be bonded together in order to 
protect life and property. The electrical code 
still requires that antenna grounds be inter-
connected (bonded) to the other “grounds” 
in the system, although that connection can 
have an RF choke. Remember that the focus 
of the electrical code bonding requirement 
is safety in the event of a short to a power 
distribution line or other transient.

COMMON REFERENCE POTENTIAL 
(CHASSIS GROUND)

For decades, amateurs have been advised to 
bond all equipment cabinets to an RF ground 
located near the station. That’s a good idea, 
but it’s not easily achieved. Even a few meters 
of wire can have an impedance of hundreds of 
ohms (1 µH/meter = 88 Ω/meter at 14 MHz). 
So a better approach is to connect the chassis 
together in a well-organized fashion to ensure 
that the chassis-to-chassis connections don’t 
carry any RF current at all as in Fig 28.5. (See 
the EMC chapter for more about RF grounds 
and interference.)

LIGHTNING DISSIPATION GROUND
Lightning dissipation ground is concerned 

with conducting currents to the surrounding 
earth. There are distinct similarities between 
lightning dissipation ground systems and a 
good ground system for a vertical antenna. 
Since the lightning impulse has RF compo-
nents around 1 MHz, it is an RF signal, and 
low inductance is needed, as well as low 
resistance.

The difference is that an antenna ground 
plane may handle perhaps a few tens of amps, 
while the lightning ground needs to handle a 
peak current of tens of kiloamperes.

A typical lightning stroke is a pulse with a 
rise time of a few microseconds, a peak cur- 
rent of 20-30 kA, and a fall time of 50 µs. 
The average current is not all that high (a few 
hundred amps), so the conductor size needed 
to carry the current without melting is surpris-
ingly small.

However, large conductors are used in 
lightning grounds for other reasons: to re-
duce inductance, to handle the mechanical 
forces from the magnetic fields, and for rug-
gedness to prevent inadvertent breakage. A 
large diameter wire, or even better, a wide 
flat strap, has lower inductance. The voltage 
along a wire is proportional to the change in 
current and the inductance:

di
V L

dt
=

where
di/dt = rate of change in current, about 

  20kA/2µs for lightning, or 1010 V/s, and
L = the inductance.

Consider a connection box on a tower that 

contains some circuitry terminating a control 
cable from the shack, appropriately protected 
internally with overvoltage protection. If the 
connection from the box to ground is high 
inductance, the lightning transient will raise 
the box potential (relative to the wiring com-
ing from the shack), possibly beyond the point 
where the transient suppression in the box 
can handle it. Lowering the inductance of the  
connection to ground reduces the potential.

The other reason for large conductors on 
lightning grounds is to withstand the very 
high mechanical forces from the high cur-
rents. This is also the reason behind the rec-
ommendation that lightning conductors be 
run directly, with minimal bends, large radii 
for bends that are needed, and certainly no 
loops. A wire with 20,000 A has a powerful 
magnetic field surrounding it, and if current 
is flowing in multiple wires that are close 
to each other, the forces pushing the wires 
together or apart can actually break the con-
ductors or deform them permanently.

The force between two conductors car-
rying 20,000 A, spaced a centimeter apart, 
is 8000 Newtons/meter of length (over 500 
pounds/foot). Such forces can easily break 
cable strands or rip brackets and screws out. 
This problem is aggravated if there are loops 
in the wire, since the interaction of the current 
and its magnetic field tends to make the loop 
get larger, to the point where the wire will 
actually fail from the tension stresses.

GROUNDING METHODS
 Earth ground usually takes one of several 

forms, all identified in the NEC and NFPA 
780. The preferred earth ground, both as re-
quired in the NEC, and verified with years 
of testing in the field, is a concrete encased 
grounding electrode (CEGR), also known as 
a Ufer ground, after Herb Ufer, who invented 
it as a way to provide grounding for military 
installations in dry areas where ground rods 
are ineffective. The CEGR can take many 
forms, but the essential aspect is that a suitable 
conductor at least 20 feet long is encased in 
concrete which is buried in the ground. The 
conductor can be a copper wire (#8 AWG 
at least 20 ft long) or the reinforcing bars 
(rebar) in the concrete, often the foundation 
footing for the building. The connection to 
the rebar is either with a stub of the rebar 
protruding through the concrete’s top sur-
face or the copper wire extending through 
the concrete. There are other variations of 
the CEGR described in the NEC and in the 
electrical literature, but they’re all function-
ally the same: a long conductor embedded in 
a big piece of concrete.

The electrode works because the concrete 
has a huge contact area with the surround-
ing soil, providing very low impedance and, 
what’s also important, a low current density, 
so that localized heating doesn’t occur. Con-

crete tends to absorb water, so it is also less 
susceptible to problems with the soil drying
out around a traditional ground rod.

Ground rods are a traditional approach to 
making a suitable ground connection and are 
appropriate as supplemental grounds, say at 
the base of a tower, or as part of an overall 
grounding system. The best ground rods to 
use are those available from an electrical sup-
ply house. The code requires that at least 
8 ft of the rod be in contact with the soil, so 
if the rod sticks out of the ground, it must 
be longer than 8 ft (10 ft is standard). The 
rod doesn’t have to be vertical, and can be 
driven at an angle if there is a rock or hard 
layer, or even buried laying sideways in a 
suitable trench, although this is a compromise 
installation. Suitable rods are generally 10 ft 
long and made from steel with a heavy cop-
per plating. Do not depend on shorter, thinly 
plated rods sold by some home electronics 
suppliers, as they can quickly rust and soon 
become worthless.

If multiple ground rods are installed, they 
should be spaced by at least half the length of 
the rod, or the effectiveness is compromised. 
IEEE Std 142 and IEEE Std 1100 (see the 
Reference listing) and other references have 
tables to give effective ground resistances for 
various configurations of multiple rods.

Once the ground rods are installed, they 
must be connected with either an exothermic 
weld (such as CadWeld) or with a listed pres-
sure clamp. The exothermic weld is preferred, 
because it doesn’t require annual inspection 
like a clamp does. Some installers use braz-
ing to attach the wiring to the ground rods. 
Although this is not permitted for a primary 
ground, it is acceptable for secondary or re-
dundant grounds. Soft solder (tin-lead, as 
used in plumbing or electrical work) should 
never be used for grounding conductors be-
cause it gets brittle with temperature cycling 
and can melt out if a current surge (as from 
a lightning strike) heats the conductor. Soft 
solder is specifically prohibited in the code.

Building cold water supply systems were 
used as station grounds in years past, but this 
is no longer recommended or even permitted 
in some jurisdictions, because of increased 
used of plastic plumbing both inside and out-
side houses and concerns about stray currents 
causing pipe corrosion.. If you do use the cold 
water line, perhaps because it is an existing 
grounding electrode, it must be bonded to 
the electrical system ground, typically at the 
service entrance panel.

28.1.9 Ground Conductors
The code is quite specific as to the types 

of conductors that can be used for bonding 
the various parts of the system together. 
Grounding conductors may be made from 
copper, aluminum, copper-clad steel, bronze 
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or similar corrosion-resistant materials. Note 
that the sizes of the conductors required are 
based largely on mechanical strength consid-
erations (to insure that the wire isn’t broken 
accidentally) rather than electrical resistance. 
Insulation is not required. The “protective 
grounding conductor” (main conductor run-
ning to the ground rod) must be as large as 
the antenna lead-in, but not smaller than 
#10 AWG. The grounding conductor (used 
to bond equipment chassis together) must 
be at least #14 AWG. There is a “unified” 
grounding electrode requirement — it is nec-
essary to bond all grounds to the electric ser-
vice entrance ground. All utilities, antennas 
and any separate grounding rods used must 
be bonded together. Fig 28.6 shows correct 
(A) and incorrect (B) ways to bond ground 
rods. Fig 28.7 demonstrates the importance 
of correctly bonding ground rods. (Note: The 
NEC requirements do not address effective 
RF grounds. See the EMC chapter of this 
book for information about RF grounding 
practices, but keep in mind that RFI is not 
an acceptable reason to violate the NEC.) For 
additional information on good grounding 
practices, the IEEE “Emerald Book” (IEEE 
STD 1100-2005) is a good reference. It is 
available through libraries.

Additionally, the NEC covers safety inside 
the station. All conductors inside the building 
must be at least 4 inches away from conduc-
tors of any lighting or signaling circuit except 
when they are separated from other conduc-
tors by conduit or insulator. Other code re-
quirements include enclosing transmitters in 
metal cabinets that are bonded to the ground-
ing system. Of course, conductive handles 
and knobs must be grounded as well.

28.1.10 Antennas
Article 810 of the NEC includes several 

requirements for wire antennas and feed lines 
that you should keep in mind when design-
ing your antenna system. The single most 
important thing to consider for safety is to 
address the potential for contact between the 
antenna system and power lines. As the code
says, “One of the leading causes of electric 
shock and electrocution, according to sta-
tistical reports, is the accidental contact of 
radio, television, and amateur radio transmit-
ting and receiving antennas and equipment 
with light or power conductors.” (See Article 
810.13, Fine Print Note.) The requirements 
in the code for wire sizes, bonding require-
ments, and installation practices are mostly 
aimed at preventing tragedy, by avoiding the 
contact in the first place, and by mitigating 
the effects of a contact if it occurs.

Article 820 of the NEC applies to Cable 
TV installations, which almost always use 
coaxial cable, and which require wiring prac-
tices different from Article 810 (for instance, 

Fig 28.6 — At A, proper bonding of all grounds to electrical service panel. The 
installation shown at B is unsafe — the separate grounds are not bonded. This could 
result in a serious accident or electrical fire.

the coax shield can serve as the grounding 
conductor). Your inspector may look to Ar-
ticle 820 for guidance on a safe installation 
of coax, since there are many more satellite 
TV and cable TV installations than Amateur 
Radio. Ultimately, it is the inspector’s call as 
to whether your installation is safe.

Article 830 applies to Network Powered 
Communication Systems, and as amateurs 
do things like install 802.11 wireless LAN 
equipment at the top of their tower, they’ll 
have to pay attention to the requirements in 
this Article. The NEC requirements discussed 
in these sections are not adequate for light-
ning protection and high-voltage transient 
events. See the section “Lightning/Transient 
Protection” later in this chapter for more in-
formation.

ANTENNA CONDUCTORS
 Transmitting antennas should use hard-

drawn copper wire: #14 AWG for unsup-
ported spans less than 150 feet, and #10 AWG 
for longer spans. Copper-clad steel, bronze 
or other high-strength conductors must be 
#14 AWG for spans less than 150 feet and 
#12 AWG for longer spans. Open-wire trans-
mission line conductors must be at least as 
large as those specified for antennas. Stealth 
antennas made with light-gauge wire are not 
code-compliant.

LEAD-INS
There are several NEC requirements for an-

tenna lead-in conductors (transmission lines 
are lead-in conductors). For transmitting sta-
tions, their size must be equal to or greater 
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ground be at least as big as the antenna con-
ductors, but also at least #10 AWG in size. 
Note that the antenna grounding conductor 
rules are different from those for the regular 
electrical safety bonding, or lightning dis-
sipation grounds, or even for CATV or tele-
phone system grounds.

MOTORIZED CRANK-UP ANTENNA 
TOWERS

If you are using a motorized crank-up tow-
er, the code has some requirements, particu-
larly if there is a remote control. In general, 
there has to be a way to positively disconnect 
power to the motor that is within sight of the 
motorized device, so that someone working 
on it can be sure that it won’t start moving 
unexpectedly. From a safety standpoint, as 
well, you should be able to see or monitor the 
antenna from the remote control point.

28.1.11 Lightning/Transient 
Protection

Nearly everyone recognizes the need to 
protect themselves from lightning. From 
miles away, the sight and sound of lightning 
boldly illustrates its destructive potential. 
Many people don’t realize that destructive 
transients from lightning and other events can 
reach electronic equipment from many sourc-
es, such as outside antennas, power, telephone 
and cable TV installations. Many hams don’t 
realize that the standard protection scheme 
of several decades, a ground rod and simple 
“lightning arrestor” is not adequate.

Lightning and transient high-voltage pro-
tection follows a familiar communications 
scenario: identify the unwanted signal, isolate 
it and dissipate it. The difference here is that 
the unwanted signal is many megavolts at 
possibly 200,000 A. What can we do?

Effective lightning protection system de-
sign is a complex topic. There are a variety 
of system tradeoffs which must be made and 
which determine the type and amount of pro-
tection needed. A amateur station in a home 
is a very different proposition from an air 
traffic control tower which must be available 
24 hours a day, 7 days a week. Hams can 
easily follow some general guidelines that 
will protect their stations against high-voltage 
events that are induced by nearby lightning 
strikes or that arrive via utility lines. Let’s talk 
about where to find professionals first, and 
then consider construction guidelines.

PROFESSIONAL HELP
Start with your local government. Find 

out what building codes apply in your area 
and have someone explain the regulations 
about antenna installation and safety. For 
more help, look in your telephone yellow 
pages for professional engineers, lightning 
protection suppliers and contractors.

Fig 28.7 — These drawings show the importance of properly bonded ground rods. 
In the system shown in A, the 20-A breaker will not trip. In the system in B, the 20-A 
circuit breaker trips instantly. There is an equipment internal short to ground — the 
ground rod is properly bonded back to the power system ground. Of course, the main 
protection should be in a circuit ground wire in the equipment power cord itself!

than that of the antenna. Lead-ins attached 
to buildings must be firmly mounted at least  
3 inches clear of the surface of the building on 
nonabsorbent insulators. Lead-in conductors 
must enter through rigid, noncombustible, 
nonabsorbent insulating tubes or bushings, 
through an opening provided for the pur-
pose that provides a clearance of at least two 
inches; or through a drilled windowpane. All 
lead-in conductors to transmitting equipment 
must be arranged so that accidental contact is 
difficult. As with stealth antennas, installa-
tions with feed lines smaller than RG-58 are 
likely not code compliant.

ANTENNA DISCHARGE UNITS 
(LIGHTNING ARRESTORS)

All antenna systems are required to have 
a means of draining static charges from the 
antenna system. A listed antenna discharge 
unit (lightning arrestor) must be installed on 

each lead-in conductor that is not protected 
by a permanently and effectively grounded 
metallic shield, unless the antenna itself is 
permanently and effectively grounded, such 
as for a shunt-fed vertical. Note that the 
usual transient protectors are not listed an-
tenna discharge units.(The code exception for 
shielded lead-ins does not apply to coax, but 
to shields such as thin-wall conduit. Coaxial 
braid is neither “adequate” nor “effectively 
grounded” for lightning protection purpos-
es.) An acceptable alternative to lightning 
arrestor installation is a switch (capable of 
withstanding many kilovolts) that connects 
the lead-in to ground when the transmitter 
is not in use.

ANTENNA BONDING (GROUNDING) 
CONDUCTORS

In general the code requires that the con-
ductors used to bond the antenna system to 
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Companies that sell lightning-protection 
products may offer considerable help to apply 
their products to specific installations. One 
such source is PolyPhaser Corporation. Look 
under “References” later in this chapter for a 
partial list of PolyPhaser’s publications.

CONSTRUCTION GUIDELINES

Bonding Conductors
Copper strapping (or flashing) comes in 

a number of sizes. 1.5 inches wide and 
0.051 inch thick or #6 AWG stranded wire, is 
the minimum recommended grounding con-
ductor for lightning protection. Do not use 
braided strap because the individual strands 
oxidize over time, greatly reducing the ef-
fectiveness of braid as an ac conductor.

Use bare copper for buried ground wires. 
(There are some exceptions; seek an expert’s 
advice if your soil is corrosive.) Exposed runs 
above ground that are subject to physical 
damage may require additional protection 
(a conduit) to meet code requirements. Wire 
size depends on the application but never use 
anything smaller than #6 AWG for bonding 
conductors. Local lightning-protection ex-
perts or building inspectors can recommend 
sizes for each application.

Tower and Antennas
Because a tower is usually the highest 

metal object on the property, it is the most 
likely strike target. Proper tower grounding is 
essential to lightning protection. The goal is 
to establish short multiple paths to the Earth 
so that the strike energy is divided and dis-
sipated.

Fig 28.8 — Schematic of a properly 
grounded tower. A bonding conductor 
connects each tower leg to a ground rod 
and a buried (1 foot deep) bare, tinned 
copper ring (dashed line), which is also 
connected to the station ground and 
then to the ac safety ground. Locate 
ground rods on the ring, as close as 
possible to their respective tower legs. 
All connectors should be compatible with 
the tower and conductor materials to 
prevent corrosion. See text for conductor 
sizes and details of lightning and voltage 
transient protection.

Voltage Rise On 
Wires With Fast 
 Transients

A rule of thumb is that a single wire 
has an inductance of about 1 µH per 
meter of length. The voltage across an 
inductor V= L di/dt. (di/dt is the change 
in current per unit of time.) A lightning 
stroke has a rise time of about 1-2 µs, 
so the current might go from zero to 
10 kA in a microsecond or two, a di/dt 
of over 1 kA/µs (109 A/s). An induc-
tance as low as 1 µH would create a 
voltage of 1000 volts from this current 
transient.

Connect each tower leg and each fan of 
metal guy wires to a separate ground rod. 
Space the rods at least 6 ft apart. Bond the 
leg ground rods together with #6 AWG or 
larger copper bonding conductor (form a ring 
around the tower base, see Fig 28.8). Connect 
a continuous bonding conductor between the 
tower ring ground and the entrance panel. 
Make all connections with fittings approved 
for grounding applications. Do not use sol-
der for these connections. Solder will be de-
stroyed in the heat of a lightning strike.

Because galvanized steel (which has a zinc 
coating) reacts with copper when combined 
with moisture, use stainless steel hardware 
between the galvanized metal and the copper 
grounding materials.

To prevent strike energy from entering a 
shack via the feed line, ground the feed line 
outside the home. Ground the coax shield 
to the tower at the antenna and the base to 
keep the tower and line at the same potential. 
Several companies offer grounding blocks 
that make this job easy.

All grounding media at the home must 
be bonded together. This includes lightning-
protection conductors, electrical service, 
telephone, antenna system grounds and un-
derground metal pipes. Any ground rods used 
for lightning protection or entrance-panel 
grounding should be spaced at least 6 feet 
from each other and the electrical service or 
other utility grounds and then bonded to the 
ac system ground as required by the NEC.

A Cable Entrance Panel
The basic concept with transient protec-

tion is to make sure that all the radio and 
other equipment is tied together and “moves 
together” in the presence of a transient volt-
age. It’s not so important that the shack be 
at “ground” potential, but, rather, that ev-
erything is at the same potential. For fast 
rise-time transients such as the individual 
strokes that make up a lightning strike, even 
a short wire has enough inductance that the 
voltage drop along the wire is significant, so 
whether you are on the ground floor, or the 
10th floor of a building, your shack is “far” 
from Earth potential.

The easiest way to ensure that everything 
is at the same potential is to tie all the signals 
to a common reference. In large facilities, 
this reference would be provided by a grid 
of large diameter cables under the floor, or 
by wide copper bars, or even a solid metal 
floor. A more practical approach for smaller 
facilities like a ham shack is to have a single 
“tie point” for all the signals. This is often, but 
erroneously, called a “single-point ground”, 
but what’s really important is not only the 
shields (grounds) for the signals, but the 
signal wires as well are referenced to that 
common potential.

We want to control the flow of the energy 

in a strike and eliminate any possible paths 
for surges to enter the building. This involves 
routing the feed lines, rotator control cables, 
and so on at least six feet away from other 
nearby grounded metal objects.

A commonly used approach to ensuring 
that all the connections are tied together is to 
route all the signals through a single “entrance 
panel” which will serve as the “single point 
ground” although it may not actually be at 
ground potential. A convenient approach is 
to use a standard electrical box installed in 
the exterior wall

Both balanced line and coax arrestors 
should be mounted to a secure ground con-
nection on the outside of the building. The 
easiest way to do this is to install a large metal 
enclosure or a metal panel as a bulkhead and 
grounding block. The panel should be con-
nected to the lightning dissipation ground 
with a short wide conductor (for minimum 
impedance), and, like all grounds, bonded 
to the electrical system’s ground. Mount all 
protective devices, switches and relay dis-
connects on the outside facing wall of the 
bulkhead. The enclosure or panel should be 
installed in a way that if lightning currents 
cause a component to fail, the molten metal 
and flaming debris do not start a fire.

Every conductor that enters the structure, 
including antenna system control lines, 
should have its own surge suppressor on an 
entrance panel. Suppressors are available 
from a number of manufacturers, including 
Industrial Communication Engineers (ICE) 
and PolyPhaser, as well as the usual electrical 
equipment suppliers such as Square-D.

Lightning Arrestors
Feed line lightning arrestors are available 

for both coax cable and balanced line. Mostof 
the balanced line arrestors use a simple spark 
gap arrangement, but a balanced line impulse 
suppressor is available from ICE.

DC blocking arrestors for coaxial cable 
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and output circuits. This disconnecting means 
shall also disconnect the battery from its load. 
The code further requires that the control for 
these disconnecting means shall be grouped 
and identified and shall be readily accessible 
at the principal exit doors.)

A similar problem exists with solar panel 
installations. Just because the breaker is 
turned off doesn’t mean that dangerous volt-
ages don’t exist on the solar panel. As long 
as light is falling on them, there is voltage 
present. With no load, even a relatively dim 
light falling on part of the panels might pres-
ent a shock or equipment damage hazard. 
Modern grid-tie solar systems with no batter-
ies often have the panels wired in series, so 
several hundred volts is not unusual.

 Recent revisions of the NEC have ad-
dressed many of the aspects of photovoltaic 
(PV) installations that present problems with 
disconnects, bonding, and grounding. Con-
sulting your local authorities is always wise, 
and there are several organizations such as 
the Southwest Technology Development In-
stitute at New Mexico State University that 
have prepared useful information (see the 
references at the end of this section). In gen-
eral, PV systems at 12 or 24 V aren’t covered 
by the NEC.

ENERGIZED CIRCUITS
Working with energized circuits can be 

very hazardous since, without measuring 
devices, we can’t tell which circuits are live. 
The first thing we should ask ourselves when 
faced with troubleshooting, aligning or other 
“live” procedures is, “Is there a way to re-
duce the hazard of electrical shock?” Here 
are some ways of doing just that.

1) If at all possible, troubleshoot with an 
ohmmeter. With a reliable schematic diagram 
and careful consideration of how various cir-
cuit conditions may reflect resistance read-
ings, it will often be unnecessary to do live 
testing.

2) Keep a fair distance from energized 
circuits. What is considered “good practice” 
in terms of distance? The NEC specifies 
minimum working space around electric 
equipment depending on the voltage level. 
The principle here is that a person doing live 
work needs adequate space so they are not 
forced to be dangerously close to energized 
equipment.

3) If you need to measure the voltage of a 
circuit, install the voltmeter with the power 
safely off, back up, and only then energize 
the circuit. Remove the power before discon-
necting the meter.

4) If you are building equipment that has 
hinged or easily removable covers that could 
expose someone to an energized circuit, in-
stall interlock switches that safely remove 
power in the event that the enclosure is opened 
with the power still on. Interlock switches 

are generally not used if tools are required 
to open the enclosure.

5) Never assume that a circuit is at zero 
potential even if the power is switched off 
and the power cable disconnected. Capacitors 
can retain a charge for a considerable period 
of time and may even partially recharge after 
being discharged. Bleeder resistors should 
be installed, but don’t assume they have 
discharged the voltage. Instead, after power 
is removed and disconnected use a “short-
ing stick” to ground all exposed conductors 
and terminals to ensure that voltage is not 
present. If you will be working with charged 
capacitors that store more than a few joules 
of energy, you should consider using a “dis-
charging stick” with a high wattage, low value 
resistor in series to ground that limits the dis-
charge current to around 5-10 A. A dead short 
across a large charged capacitor can damage 
the capacitor because of internal thermal and 
magnetic stress. Avoid using screwdrivers, as 
this brings the holder too close to the circuit 
and could ruin the screwdriver’s blade. For 
maximum protection against accidentally en-
ergizing equipment, install a shorting lead 
between high-voltage circuits and ground 
while you are working on the equipment.

6) Shorting a series string of capacitors does 
not ensure that the capacitors are discharged. 
Consider two 400 µF capacitors in series, one 
charged to +300 V and the other to –300 V 
with the midpoint at ground. The net voltage 
across the series string is zero, yet each has 
significant (and lethal) energy stored in it. The 
proper practice is to discharge each capacitor 
in turn, putting a shorting jumper on it after 
discharge, and then moving to the next one.

7) If you must hold a probe to take a mea-
surement, always keep one hand in your 
pocket. As mentioned in the sidebar on 
high-voltage hazards, the worst path current 
could take through your body is from hand 
to hand since the flow would pass through 
the chest cavity.

8) Make sure someone is in the room with 
you and that they know how to remove the 
power safely. If they grab you with the power 
still on they will be shocked as well.

9) Test equipment probes and their leads 
must be in very good condition and rated for 
the conditions they will encounter.

10) Be wary of the hazards of “floating” 
(ungrounded) test equipment. A number of 
options are available to avoid this hazard.

11) Ground-fault circuit interrupters can 
offer additional protection for stray currents 
that flow through the ground on 120-V cir-
cuits. Know their limitations. They cannot 
offer protection for the plate supply voltages 
in linear amplifiers, for example.

12) Older radio equipment containing ac/
dc power supplies have their own hazards. If 
you are working on these live, use an isola-
tion transformer, as the chassis may be con-

Suppliers of  Lightning 
Protection Equipment

For current vendor contact informa-
tion, use your favorite Internet search 
tool.

• Alpha Delta Communications: Coax 
lightning arrestors, coax switches with 
surge protectors.

• The Wireman: copper wire up to #4 
AWG, 2-inch flat copper strap, 8-ft cop-
per clad ground rods and  
1 × 1⁄4-inch buss bar.

• ERICO International Corporation: 
CadWeld bonding system and lightning 
protection equipment.

• Harger Lightning & Grounding: 
lightning protection components.

• Industrial Communication Engi-
neers, Ltd (ICE): Coax lightning arres-
tors.

• PolyPhaser Corporation: Many light-
ning protection products for feed lines, 
towers, equipment, and so on.

• Zero Surge Inc: Power line surge 
protector.

have a fixed frequency range. They present 
a high-impedance to lightning (less than  
1 MHz) while offering a low impedance to 
RF.

DC continuity arrestors (gas tubes and 
spark gaps) can be used over a wider fre-
quency range than those that block dc. Where 
the coax carries supply voltages to remote 
devices (such as a mast-mounted preamp or 
remote coax switch), dc-continuous arrestors 
must be used.

28.1.12 Other Hazards in the 
Shack

UPS AND ALTERNATE ENERGY 
SOURCES

Many hams have alternate energy sources 
for their equipment, or an uninterruptible 
power supply (UPS), so that they can keep 
operating during a utility power outage. 
This brings some additional safety concerns, 
because it means that the “turning off the 
breaker” approach to make sure that power 
is disconnected might not work.

In commercial installations, fire regula-
tions or electrical codes often require that the 
emergency power off (EPO) system (the big 
red button next to the door) also disconnect 
the batteries of the UPS system, or at least, 
disable the ac output. This is so that firefight-
ers who may be chopping holes with conduc-
tive tools or spraying conductive water don’t 
face the risk of electrocution. (According to 
NEC, Articles 645-10 and 645-11, UPSs 
above 750 VA installed within infor mation 
technology rooms must be provided with a 
means to disconnect power to all UPS supply 
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nected directly to the hot or neutral power 
conductor.

13) Be aware of electrolytic capacitors 
that might fail if used outside their intended 
applications.

14) Replace fuses only with those having 
proper ratings. The rating is not just the cur-
rent, but also takes into account the speed 
with which it opens, and whether it is rated 
for dc or ac. DC fuses are typically rated at 
lower voltages than those for ac, because the 
current in ac circuits goes through zero once 
every half cycle, giving an arc time to quench. 
Switches and fuses rated for 120 V ac duty are 
typically not appropriate for high-current dc 
applications (such as a main battery or solar 
panel disconnect).

28.1.13 Electrical Safety 
References
ARRL Technical Information Service Web 

Electrical Shock Hazards and Effects
What happens when someone 
 receives an electrical shock?

Electrocutions (fatal electric shocks) 
usually are caused by the heart ceas-
ing to beat in its normal rhythm. This 
condition, called ventricular fibrillation, 
causes the heart muscles to quiver and 
stop working in a coordinated pattern, in 
turn preventing the heart from pumping 
blood.

The current flow that results in 
ventricular fibrillation varies between 
individuals but may be in the range of 
100 mA to 500 mA. At higher current 
levels the heart may have less tendency 
to fibrillate but serious damage would be 
expected. Studies have shown 60-Hz al-
ternating current to be more hazardous 
than dc currents. Emphasis is placed on 
application of cardiopulmonary resus-
citation (CPR), as this technique can 
provide mechanical flow of some blood 

until paramedics can “restart” the heart’s 
normal beating pattern. Defibrillators ac-
tually apply a carefully controlled wave-
form to “shock” the heart back into a 
normal heartbeat. It doesn’t always work 
but it’s the best procedure available.

What are the most important factors 
associated with severe shocks?

You may have heard that the current 
that flows through the body is the most 
important factor, and this is generally 
true. The path that current takes through 
the body affects the outcome to a large 
degree. While simple application of 
Ohm’s Law tells us that the higher the 
voltage applied with a fixed resistance, 
the greater the current that will flow. 
Most electrical shocks involve skin 
contact. Skin, with its layer of dead cells 
and often fatty tissues, is a fair insulator. 
Nonetheless, as voltage increases the 

page on electrical safety, www.arrl.org/
tis/info/elecsfty.html.

Block, R.W., “Lightning Protection for the 
Amateur Radio Station,” Parts 1-3 (Jun, 
Jul and Aug 2002 QST).

Federal Information Processing Standards 
(FIPS) publication 94: Guideline on 
Electrical Power for ADP Installations. 
FIPS are available from the National 
Technical Information Service.

IAEI: Soares’ Book on Grounding, 
available from International Association 
of Electrical Inspectors (IAEI).

“IEEE Std 1100 - 2005 IEEE 
Recommended Practice for Powering 
and Grounding Electronic Equipment,” 
IEEE Std 1100-2005 (Revision of IEEE 
Std 1100-1999) , pp 0_1-589, 2006. 
“This document presents recommended 
design, installation, and maintenance 
practices for electrical power and 
grounding (including both safety 
and noise control) and protection of 

electronic loads such as industrial 
controllers, computers, and other 
information technology equipment 
(ITE) used in commercial and industrial 
applications.”

National Electrical Code, NFPA 70, 
National Fire Protection Association, 
Quincy, MA (www.nfpa.org).

PolyPhaser: The Grounds for Lightning 
and EMP Protection. PolyPhaser’s 
quarterly newsletter, Striking News, 
contains articles on Amateur Radio 
station lightning protection in the 
February and May 1994 issues. 
Complimentary copies of these issues 
are available from PolyPhaser.

Solar energy Web sites — www.nmsu.
edu/~tdi/PV=NEC_HTML/pv-nec/ 
pv-nec.html and www.solarabcs.org

Standard for the Installation of Lightning 
Protection Systems, NFPA 780, National 
Fire Protection Association, Quincy, MA 
(www.nfpa.org).

28.2 Antenna and Tower Safety
By definition, all of the topics in this 

book are about radio telecommunications. 
For those communications, both receive and 
transmit antennas are required and those an-
tennas need to be up in the air in order to 
work effectively. While antennas are covered 
elsewhere, this section will cover many of the 
topics associated with getting those antennas 
up there, along with related safety issues. A 
more complete treatment of techniques used 
to erect towers and antennas is available in 

the ARRL Antenna Book and in the Up The 
Tower: The Complete Guide To Tower Con-
struction by Steve Morris, K7LXC.

28.2.1 Legal Considerations
Some antenna support structures fall under 

local building regulations as well as neigh-
borhood restrictions. Many housing devel-
opments have Homeowner’s Associations 
(HOAs) as well as Covenants, Conditions and 

Restrictions (CC&Rs) that may have a direct 
bearing on whether a tower or similar struc-
ture can be erected at all. This is a broad topic 
with many pitfalls. Detailed background on 
these topics is provided in Antenna Zoning 
for the Radio Amateur by Fred Hopengarten, 
K1VR, an attorney with extensive experience 
in towers and zoning. You may also want to 
contact one of the ARRL Field Organiza-
tion’s Volunteer Counsels.

Even without neighborhood issues, a build-

skin will reach a point where it breaks 
down. Then the lowered resistance of 
deeper tissues allows a greater current 
to flow. This is why electrical codes refer 
to the term “high voltage” as a voltage 
above 600 V.

How little voltage can be lethal?
This depends entirely on the resis-

tance of the two contact points in the 
circuit, the internal resistance of the 
body, and the path the current travels 
through the body. Historically, reports of 
fatal shocks suggest that as little as 24 V 
could be fatal under extremely adverse 
conditions. To add some perspective, 
one standard used to prevent serious 
electrical shock in hospital operating 
rooms limits leakage flow from electronic 
instruments to only 50 µA due to the use 
of electrical devices and related conduc-
tors inside the patient’s body.


